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You may need to use these steps to set up multi-factor authentication for My Client Space if:

e  Multi-factor authentication has just been enabled for your account;
e Your account has just been created;
e  Your multi-factor authentication settings have been reset.

Activation takes just a few minutes.

My Client Space multi-factor authentication setup

There are two authentication methods with Google. Follow the steps for one method or the other by clicking on the
link corresponding to the method chosen:

e Option 1: Download the Google Authenticator app on your mobile device;

e Option 2: Install the Authenticator Extension on the Google Chrome browser of your computer.

Option 1: Authentication with the Google Authenticator app on your mobile device

Step 1

To set up this authentication method, you will first need to download the Google Authenticator app on your
mobile device.

GOOGLE
APP
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https://apps.apple.com/us/app/google-authenticator/id388497605
https://play.google.com/store/search?q=google+authenticator&c=apps&hl=en_US

Step 2

On your computer, go to My Client Space and enter your

. MY CLIENT SPACE
Username and Password. Then click on Sign In.

The visual changes we have made in no way affect your online
experience. Sign in using your regular username and
password.

Username

Password

|_] Remember my username

Forgot your password?

Forgot your username?

( Create an account )

Step 3
) ) ] MULTIFACTOR
Click on the Choose button in the Google Authenticator section. AUTHENTICATION

You must enable Multi-factor authentication to add an iti layer
of security when logging into your account.

0 Okta Verify

Use the Okta Verify mobile app to sign in.

_‘_ Google Authenticator
Use the mobile app to sign in.

EI Text message authentication
Enter a single-use code sent to your mobile phone.
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Step 4

) . . MULTIFACTOR
Select your device type (iPhone or Android). Then, select AUTHENTICATION

Next.

*

A QR code will be displayed on your screen. Keep this
page open to scan it later in the process.

Setup Google Authenticator

Select your device type

® iPhone
O Android

Download Google Authenticator from the App Store onto your mobile
device.

Back

Step 5

On your mobile device, launch the Google Authenticator app.
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Choose one of the options below.

New Google Authenticator App user Already a Google Authenticator App user

1. Tapon the ‘4’ sign button in the

1. Tap onthe Add a code button.
bottom right corner of your device.
9:53 wll T @
ull = 14:09 o 91 % ()
= Google Authenticator & ®
= Google Authenticator ves

Looks like there aren't any Google Authenticator codes
here yet.

Add a code

2. Then, tap on Scan a QR code. 2. Then, tap on Scan a QR code.
[¢]
=
Add an authenticator 1 Seoriscr soda
code
To begin, either scan the QR code or manually Enter a setup key

enter the setup key.

(8) ScanaQR code

Enter a setup key
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Step 6

On your mobile device, scan the QR code that is displayed
on your computer screen, then click Next.

If you are unable to scan the QR code, click on Can’t
scan? then enter the information manually.

Step 7

1. Inthe Google Authenticator app, a 6-digit code
will appear.

MOBILE APP IDENTIFICATION

*

Setup Google Authenticator

Launch Google Authenticator, tap the "+" icon, then select "Scan a QR
code”.

Can't scan?

Back

9:54 ol T -
= Google Authenticator & ®
Search...

accp.login.service.la.ca:

268 503 ¢
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2. Onyour computer, enter the code displayed
on the application in the authentication
screen in My Client Space, then click on Verify.

Step 8

You have now completed the Google Authenticator setup and
will be taken back to the configuration page.

You can choose to set up an additional multi-factor method or
click on Finish to continue to My Client Space.

BILE APP IDENTIFICATION

*

Setup Google Authenticator

Enter the code displayed on the application

Back

MULTIFACTOR
AUTHENTICATION
Y¥ou can configure any additional optional factor or click on finish
Configured factors
* Google Authenticator (-]
Additional optional factors

e Okta Verify
Use the Okta Verify mobile app to s(gn in

E] Text message authentication

Enter & singlé-use code sent 1o your mobile phone

Choose:

You must keep the Google Authenticator app on your mobile device to
log into My Client Space in the future, as you may be prompted to provide

a unique verification code which will be generated in the app.
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Option 2: Install the Authenticator Extension on your Computer

Step 1

To set up this authentication method, you will first need to install the Authenticator Extension on the Google Chrome
browser of your computer.

1. Open this link in your Google Chrome browser: Authenticator

If the link doesn’t open in your Google Chrome browser, you can copy and paste it in your Google
Chrome browser or follow the next steps:

e Open your Google
Chrome Web browser. .

e In the search bar, type

‘Chrome Web Store’, chrome Web store X & & Q

then press Enter.

Al Shopping Images Videos Web News Maps : More Tools
Chrome Web Store
= https://chromewebstore google com  #

e |n the results, click on Chrome Web Store

the Chrome Web Store Welcome to the Chrome Web Store. Supercharge your browser with extensions and themes for

“n k Chrome. Todoist for Chrome Volume Master Google Translate Zoom ...

Extensions
Extend your browser ... Adds a toggleable sidebar with all your ...

e Inthe Chrome Web Store search bar, type ‘authenticator’, then press Enter.

& 2 € @ % chromewebstore.google.com * % 0 = A

£ chrome web store Q_  authenticator X F m
Discover Extensions Themes
e |nthe search results, .
q 0
Select the Authenhcator Et ) authenticator.cc @ Featured
L= 389 (2K) ©
app.

Authenticator Authenticator generates two-factor authentication codes in your browser.
2FA Client
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https://chromewebstore.google.com/detail/authenticator/bhghoamapcdpbohphigoooaddinpkbai?hl=en-US

2. Inthe Authenticator page, click Add oIR

to Chrome. »¢ Authenticator

& authenticator.cc ) Featured 3.8 % (2K ratings)

Extension Privacy & Security 5,000,000 users

3. A pop-up window will appear at the

top of your screen, click Add El__: Add "Authenticator"?
extension. =
Add extension "
4. Once the installation is finished, click on the puzzle - g

piece in the top right-hand corner of the screen to
see the Authenticator extension.

Extensions X

n No access needed m
These extensions don't need to see and change

information on this site.

You can click on the pin next to Authenticator to

keep it easily accessible for future connections.
2¢  Authenticator u)
= [ A e n
Step 2
Go to My Client Space and enter your Username and MY CLIENT SPACE
Password.

The visual changes we have made in no way affect your online
@ experience. Sign in using your regular username and
password.

Then click on Sign In.

Username

Password

|_J Remember my username

Forgot your password?

Forgot your username?

( Create an account )
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Step 3

Click on the Choose button in the Google Authenticator
section.

Step 4

Select the device type Android no matter what type of
device you use.

Then, select Next.

A QR code will be displayed on your screen. Keep this
page open to scan it later in the process.

MULTIFACTOR
AUTHENTICATION

You must enable Multi-factor authentication to add an additional layer
of security when logging into your account.

e Okta Verify
Use the Okta Verify mobile app to sign in

* Google Authenticator
Use the mebile app to sign in.

El Text message authentication
Enter a single-use code sent to your mobile phone.

MULTIFACTOR
AUTHENTICATION

*

Setup Google Authenticator

Select your device type

O iPhone

Download Google Authenticator from the App Store onto your mobile
device.

Back
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Step 5

1. Click the extension icon (puzzle piece) at the top right
corner of the webpage, then select Authenticator.

Or, if you pinned the extension, click directly on the
QR code icon.

2. Inthe pop-up window, click the Scan QR Code icon.

3. Click and drag to draw a square that completely
covers the QR code displayed on the window.

If you are unable to scan the QR code with the extension:

| || &

Extensions
Full access GitHub
These extensions can see and change informgltion
on this site.
25 Authenticator '

% &) D) @

el Authenticator

) 4

No accounts to display. Add your first
account now. Learn more

*

Setup Google Authenticator

Launch Google Authenticator, tap the "+" icon, then select "Scan a QR
code”.

Can't scan?

Back
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1. In My Client Space, under the QR Code, click
Can’t scan? to generate a code.

*

Setup Google Authenticator

Launch Google Authenticator, tap the "+" icon, then select "Scan a QR
code".

2. In the Authenticator Extension, click the
pencil icon at the top right corner of the
window. * (2 9 a

o Authenticator b

) o

No accounts to display. Add your first
account now. Learn more

3. Then, click the + button. -

Authenticator \/
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4. Select Manual Entry.

5. Fill out the fields.
e Issuer: Input My Client Space iA.
e Secret: Enter the code generated
instead of the QR code.

Then, click Ok.

4. After the new account is added, you will
see a new entry in the window.

e The 6-digit number is your current
one-time password.

e The circle at bottom right corner tells
you how much time is left for the
current password.

Scan QR Code

Manual Entry

Import QR Images

Import OTP URLs

>

Issuer

My Client Space iA

Secret

JBSWY3DPEHPK3PXP

» Advanced

Ok

o Authenticator

My Client Space iA

646290

= -
ol 4
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Step 6

Enter the 6-digit code displayed in the authentication screen in A
My Client Space, then click on Verify.

Setup Google Authenticator

Enter the code displayed on the application

Back

Step 7 MULTIFACTOR
You have now completed the Google Authenticator setup and AUTHENTICATION
will be taken back to the configuration page.

¥ou ean canfigure any additional optional factor or click on finish

You can choose to set up an additional multi-factor method or
click on Finish to continue to My Client Space.

Configured factors
<& Google Authenticator (]

Additional optional factors
e Okta Verify
Use the Okta Verify mobile app to s(gn in

E] Text message authentication

ter & Single-use Cofe sent 1o your mobile phane

Choose

You must keep the Google Authenticator Extension on your computer to
log into My Client Space in the future, as you may be prompted to provide

a unique verification code which will be generated in the extension.
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INVESTED IN YOU.

iA Financial Group is a business name and trademark of Industrial Alliance Insurance and Financial Services Inc.

ia.ca

Revision date : 2024-08-16
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